From: Conor Boughey

To: Jeannette F. Chavez
Cc: i
Subject: FW: Police Body Cams - Indemnification with Vendor?
Date: Friday, March 15, 2019 1:09:06 PM
Attachments: i
1m Il

Police R ification wi

HiJeannette —
Below is a response from the City of Anaheim, who us with Axon/Taser. | also attached info from the city of santa barbara.

These were the only responses received.

Kind Regards,

Conor Boughey, ARM
First VP, Specialty Group
Alliant Insurance Services, Inc.

100 Pine Street, 111 Floor
San Francisco, CA 94111

D 415-403-1411
O 415-403-1400
C 415-744-4889

www.alliant.com
CA License No. 0C36861

Mlliant

From: Dave Nunley [mailto:DNunley@anaheim.net]

Sent: Tuesday, January 29, 2019 4:28 PM

To: Conor Boughey <choughey@alliant.com>; Jena Covey (lcovey@bakersfieldcity.us) <Jcovey@bakersfieldcity.us>; Betsy McClinton (emcclinton@burbankca.gov)
<emcclinton@burbankca.gov>; Cathy Talongwa <ctalongwa@modestogov.com>; ‘Michael Andersen' <mandersen@monterey.org>; Claudia Koob
(Claudia.koob@mountainview.gov) <Claudia.koob@mountainview.gov>; Jeannette F. Chavez <jfchavez@ontarioca.gov>; Sandra Blanch
(Sandra.Blanch@cityofpaloalto.org) <Sandra.Blanch@cityofpaloalto.org>; Rhonda Combs <rhondac@ci.salinas.ca.us>; Mark Howard
<MHoward@SantaBarbaraCA.gov>; Patty Haymond (phaymond@cityofsantacruz.com) <phaymond@cityofsantacruz.com>; Deb Hossli <Deb.Hossli@SMGOV.NET>;
'Charlotte Dunn' <Charlotte.Dunn@Uvisalia.city>; Oles.Gordeev@SMGOV.NET; Kathy Garozzo (kgarozzo@ontarioca.gov) <kgarozzo@ontarioca.gov>; Marisa Kahn
(mkahn@SantaBarbaraCA.gov) <mkahn@SantaBarbaraCA.gov>

Subject: RE: Police Body Cams - Indemnification with Vendor?

This message has originated outside the organization.

I include below language from our contract with Evidence.com, which is the Taser cloud service. Note that there is a limitation of liability and they were amenable to
limiting their liability to the greater of $1M or the amount of insurance they maintain and collect. Remember that if they have a breach and release of video it is a
professional liability claim. Taser has a shedload of money so | am not worried about them not being able to fund a liability. The Anaheim contracts were rushed
due to wanting to be an early adopter.

Remember that the data in the cloud is the agency’s data not Taser’s so that the cyber coverage would be the agency’s coverage.

Dave

David A. Nunley, CPCU, ARM, AIC

Risk Manager

City of Anaheim Human Resources Department-Risk Management
Office 714-765-4382/Cell 714-272-2025/ FAX 714-765-5245
Jaime Perez, Executive Secretary Office 714-765-4380
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17. Indemnification and Hold Harmless. This Section states a party’s sole liability to, and the party’s exclusive remedy against, the other
party for any type of claim specified below.

a. Indemnification by Us. We will defend, indemnify, and hold you harmless, and each of your respective employees, officers,
directors, and representatives from and against any claims, damages, losses, liabilities, costs, and expenses (including reasonable attorneys'
fees) arising out of or relating to any: (a) acts or omissions of us or our subcontractors or anyone directly or indirectly employed by any of them
or anyone for whose acts arising out of o related to this Agreement any of them may be liable, save and except for damage or injury caused
solely by the negligence of you or your agents, officers, or employees; and (b) third-party claim alleging that the use of the Evidence.com
Services as permitted under this Agreement infringes or misappropriates the intellectual property rights of a third party. You must provide us
with prompt written notice of each such claim, tender to us the defense or settlement of each such claim at our expense, and cooperate fully
with us in the defense or settiement of each such claim. If we receive notice of an alleged infringement, or if your use of the Evidence.com
Services will be prevented by permanent injunction, we may, at our sole option and expense, procure for you the right to continue using the
Evidence.com Services as provided in this Agreement, modify the Evidence.com Services so that it no longer infringes, replace the
Evidence.com Services with other services of equal or superior functional capability, refund to you all amounts paid by you to us under this
Agreement for the Evidence.com Services in the 1-year period immediately preceding the first event giving rise to the claim of infringement, or
in the case of trademark infringement, instruct you to use an alternative trademark. We have no liability to you or any third party if any alleged
infringement or claim of infringement is to any extent based upon: (a) any modification of the Evidence.com Services by you or any third party
not approved by us; (b) use of the Evidence.com Services in connection or in combination with equipment, devices, or services not approved
or recommended by us; (c) the use of Evidence.com Services other than as permitted under this Agreement or in a manner for which it was not
intended; or (d) the use of other than the most current release or version of any software provided by us as part of or in connection with the
Evidence.com Services. Nothing in this Section will affect any warranties in favor of you that are otherwise provided in or arise out of this
Agreement.

b.  Hold Harmless by You. To the extent permitted by your jurisdiction’s local law, you will hold harmless us, our affiliates and
licensors, and each of their respective employees, officers, directors, and representatives from and against any claims, damages, losses,
liabilities, costs, and expenses (including reasonable attorneys' fees) arising out of or relating to any third-party claim conceming: (a) your or
any of your end users' use of the Evidence.com Services (including any activities under your account and use by your employees and agents);
(b) breach of this Agreement or violation of applicable law by you or any of your end users; (c) Your Content or the combination of Your
Content with other applications, content or processes, including any claim involving alleged infringement or misappropriation of third-party
rights by Your Content or by the use of Your Content; (d) a dispute between you and any of your end users; o (e) a dispute between you and
any third-party over your collection or use of Your Content. You agree to fund any liabilities assumed by this section which would typically be
covered through liability insurance by means of self-insurance, by providing coverage through a Joint Powers Insurance Authority ("JPIA') duly
formed under the laws of the State of California or by utilizing a combination of self-insurance and JPIA coverage.

18. Limitations of Liability. WE AND OUR AFFILIATES OR LICENSORS WILL NOT BE LIABLE TO YOU FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS, GOODWILL,
USE, OR DATA), EVEN IF A PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHER, NEITHER WE NOR
ANY OF OUR AFFILIATES OR LICENSORS WILL BE RESPONSIBLE FOR ANY COMPENSATION, REIMBURSEMENT, OR DAMAGES
ARISING IN CONNECTION WITH: (A) YOUR INABILITY TO USE THE EVIDENCE.COM SERVICES, INCLUDING AS A RESULT OF ANY (i)
TERMINATION OR SUSPENSION OF THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE EVIDENCE.COM SERVICES, (ii) OUR
DISCONTINUATION OF ANY OR ALL OF THE EVIDENCE.COM SERVICES, OR, (iii) WITHOUT LIMITING ANY OTHER OBLIGATIONS,
ANY UNANTICIPATED OR UNSCHEDULED DOWNTIME OF ALL OR A PORTION OF THE EVIDENCE.COM SERVICES FOR ANY
REASON, INCLUDING AS A RESULT OF POWER OUTAGES, SYSTEM FAILURES OR OTHER INTERRUPTIONS; (B) THE COST OF
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; (C) ANY INVESTMENTS, EXPENDITURES, OR COMMITMENTS BY YOU IN
CONNECTION WITH THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE EVIDENCE.COM SERVICES; OR (D) ANY
UNAUTHORIZED ACCESS TO, ALTERATION OF, OR THE DELETION, DESTRUCTION, DAMAGE, LOSS OR FAILURE TO STORE ANY
OF YOUR CONTENT OR OTHER DATA. IN ANY CASE, WHETHER IN CONTRACT, TORT OR UNDER ANY OTHER THEORY OF
LIABILITY, OUR AND OUR AFFILIATES' AND LICENSORS' AGGREGATE LIABILITY UNDER THIS AGREEMENT WILL BE LIMITED TO
THE GREATER OF $1,000,000 or the amount of insurance maintained and collectible for payment of losses as carried by TASER.




RE: Police Body Cams - Indemnification with Vendor?

		From

		Mark Howard

		To

		Dave Nunley; Conor Boughey; Jena Covey (Jcovey@bakersfieldcity.us); Betsy McClinton (emcclinton@burbankca.gov); Cathy Talongwa; 'Michael Andersen'; Claudia Koob (Claudia.koob@mountainview.gov); Jeannette F. Chavez; Sandra Blanch (Sandra.Blanch@cityofpaloalto.org); Rhonda Combs; Patty Haymond (phaymond@cityofsantacruz.com); Deb Hossli ; 'Charlotte Dunn'; Oles.Gordeev@SMGOV.NET; Kathy Garozzo (kgarozzo@ontarioca.gov); Marisa Kahn

		Recipients

		DNunley@anaheim.net; cboughey@alliant.com; Jcovey@bakersfieldcity.us; emcclinton@burbankca.gov; ctalongwa@modestogov.com; mandersen@monterey.org; Claudia.koob@mountainview.gov; jfchavez@ontarioca.gov; Sandra.Blanch@cityofpaloalto.org; rhondac@ci.salinas.ca.us; phaymond@cityofsantacruz.com; Deb.Hossli@SMGOV.NET; Charlotte.Dunn@visalia.city; Oles.Gordeev@SMGOV.NET; kgarozzo@ontarioca.gov; mkahn@SantaBarbaraCA.gov



This message has originated outside the organization.





  _____  


Hi Conor,



 



The issue of risk transfer with cloud based vendors has created havoc in the risk management field for several years. The vast majority of vendors do not agree to the use of the terms contained in the IRIC manual. Many vendors demand a limitation of liability within the indemnity or insurance sections. The common result is a limitation of damages to equal the value of the contract or $50,000. Santa Barbara begins with the IRIC terms and negotiates from there. In rare occasions, I’m able to negotiate directly with the vendor’s Risk Management staff on the terms. Santa Barbara uses the attached insurance requirements in contracts with cloud based vendors. 



 



Hope this helps.



 



 



Mark Howard
Risk Manager
CITY OF SANTA BARBARA, Finance
(805) 897-2654 | MHoward@SantaBarbaraCA.gov



 



From: Dave Nunley [mailto:DNunley@anaheim.net] 
Sent: Tuesday, January 29, 2019 4:28 PM
To: Conor Boughey <cboughey@alliant.com>; Jena Covey (Jcovey@bakersfieldcity.us) <Jcovey@bakersfieldcity.us>; Betsy McClinton (emcclinton@burbankca.gov) <emcclinton@burbankca.gov>; Cathy Talongwa <ctalongwa@modestogov.com>; 'Michael Andersen' <mandersen@monterey.org>; Claudia Koob (Claudia.koob@mountainview.gov) <Claudia.koob@mountainview.gov>; Jeannette F. Chavez <jfchavez@ontarioca.gov>; Sandra Blanch (Sandra.Blanch@cityofpaloalto.org) <Sandra.Blanch@cityofpaloalto.org>; Rhonda Combs <rhondac@ci.salinas.ca.us>; Mark Howard <MHoward@SantaBarbaraCA.gov>; Patty Haymond (phaymond@cityofsantacruz.com) <phaymond@cityofsantacruz.com>; Deb Hossli <Deb.Hossli@SMGOV.NET>; 'Charlotte Dunn' <Charlotte.Dunn@visalia.city>; Oles.Gordeev@SMGOV.NET; Kathy Garozzo (kgarozzo@ontarioca.gov) <kgarozzo@ontarioca.gov>; Marisa Kahn <mkahn@SantaBarbaraCA.gov>
Subject: RE: Police Body Cams - Indemnification with Vendor?



 



EXTERNAL



 



I include below language from our contract with Evidence.com, which is the Taser cloud service.  Note that there is a limitation of liability and they were amenable to limiting their liability to the greater of $1M or the amount of insurance they maintain and collect.  Remember that if they have a breach and release of video it is a professional liability claim.  Taser has a shedload of money so I am not worried about them not being able to fund a liability.  The Anaheim contracts were rushed due to wanting to be an early adopter.



 



Remember that the data in the cloud is the agency’s data not Taser’s so that the cyber coverage would be the agency’s coverage.



 



Dave



 



 



David A. Nunley, CPCU, ARM, AIC



Risk Manager



City of Anaheim Human Resources Department-Risk Management



Office 714-765-4382/Cell 714-272-2025/ FAX 714-765-5245



Jaime Perez, Executive Secretary Office 714-765-4380







 







 



From: Conor Boughey <cboughey@alliant.com> 
Sent: Tuesday, January 29, 2019 3:49 PM
To: Dave Nunley <DNunley@anaheim.net>; Jena Covey (Jcovey@bakersfieldcity.us) <Jcovey@bakersfieldcity.us>; Betsy McClinton (emcclinton@burbankca.gov) <emcclinton@burbankca.gov>; Cathy Talongwa <ctalongwa@modestogov.com>; 'Michael Andersen' <mandersen@monterey.org>; Claudia Koob (Claudia.koob@mountainview.gov) <Claudia.koob@mountainview.gov>; Jeannette F. Chavez <jfchavez@ontarioca.gov>; Sandra Blanch (Sandra.Blanch@cityofpaloalto.org) <Sandra.Blanch@cityofpaloalto.org>; Rhonda Combs <rhondac@ci.salinas.ca.us>; Mark Howard <MHoward@SantaBarbaraCA.gov>; Patty Haymond (phaymond@cityofsantacruz.com) <phaymond@cityofsantacruz.com>; Deb Hossli <Deb.Hossli@SMGOV.NET>; 'Charlotte Dunn' <Charlotte.Dunn@visalia.city>; Oles.Gordeev@SMGOV.NET; Kathy Garozzo (kgarozzo@ontarioca.gov) <kgarozzo@ontarioca.gov>; Marisa Kahn (mkahn@SantaBarbaraCA.gov) <mkahn@SantaBarbaraCA.gov>
Subject: Police Body Cams - Indemnification with Vendor?



 



Good Afternoon Board Members – 



 



I received a question about the agreement between a City and Taser/Axon and I am hoping you may be able to provide feedback. 



 



The City is considering signing an agreement, and is concerned about the data housing portion of the agreement. They will be paying to store data in the cloud (vendors), and would like to be indemnified for the vendor’s services. Have any of you gone through this process? What indemnification were you able to obtain? What insurance limits and for what lines of coverage? 



 



The concern is the data being housed on the cloud, a potential beach and release of video from the cloud, causing damage and a claim against the City.  It seems like a very real concern to me, and I am wondering what limits/line of coverages/indemnification your entity was able to obtain. 



 



Thank you in advance! 



 



 



Kind Regards, 



 



Conor Boughey, ARM



First VP, Specialty Group



Alliant Insurance Services, Inc.  



100 Pine Street, 11th Floor



San Francisco, CA 94111 



D   415-403-1411



O   415-403-1400



C   415-744-4889



F    415-874-4811



www.alliant.com  



CA License No. 0C36861  







 



This email and its attachments are for the exclusive use of the intended recipients, and may contain proprietary information and trade secrets of Alliant Insurance Services, Inc. and its subsidiaries. This email may also contain information that is confidential, or otherwise protected from disclosure by contract or law. Any unauthorized use, disclosure, or distribution of this email and its attachments is prohibited. If you are not the intended recipient, let us know by reply email and then destroy all electronic and physical copies of this message and attachments. Nothing in this email or its attachments is intended to be legal, financial, or tax advice, and recipients are advised to consult with their appropriate advisors regarding any legal, financial, or tax implications. 



 



  _____  



THIS MESSAGE IS INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY TO WHICH IT IS ADDRESSED AND MAY CONTAIN INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL, AND EXEMPT FROM DISCLOSURE UNDER APPLICABLE LAWS. If the reader of this message is not the intended recipient, or the employee or agent responsible for delivering the message to the intended recipient, you are hereby notified that any dissemination, distribution, forwarding, or copying of this communication is strictly prohibited. If you have received this communication in error, please notify the sender immediately by e-mail or telephone, and delete the original message immediately. Thank you.
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17. Indemnification and Hold Harmless. This Section states a party’s sole liability to, and the party’s exclusive remedy against, the other
party for any type of claim specified below.

a. Indemnification by Us. We will defend, indemnify, and hold you harmless, and each of your respective employees, officers,
directors, and representatives from and against any claims, damages, losses, liabilities, costs, and expenses (including reasonable attorneys'
fees) arising out of or relating to any: (a) acts or omissions of us or our subcontractors or anyone directly or indirectly employed by any of them
or anyone for whose acts arising out of o related to this Agreement any of them may be liable, save and except for damage or injury caused
solely by the negligence of you or your agents, officers, or employees; and (b) third-party claim alleging that the use of the Evidence.com
Services as permitted under this Agreement infringes or misappropriates the intellectual property rights of a third party. You must provide us
with prompt written notice of each such claim, tender to us the defense or settlement of each such claim at our expense, and cooperate fully
with us in the defense or settiement of each such claim. If we receive notice of an alleged infringement, or if your use of the Evidence.com
Services will be prevented by permanent injunction, we may, at our sole option and expense, procure for you the right to continue using the
Evidence.com Services as provided in this Agreement, modify the Evidence.com Services so that it no longer infringes, replace the
Evidence.com Services with other services of equal or superior functional capability, refund to you all amounts paid by you to us under this
Agreement for the Evidence.com Services in the 1-year period immediately preceding the first event giving rise to the claim of infringement, or
in the case of trademark infringement, instruct you to use an alternative trademark. We have no liability to you or any third party if any alleged
infringement or claim of infringement is to any extent based upon: (a) any modification of the Evidence.com Services by you or any third party
not approved by us; (b) use of the Evidence.com Services in connection or in combination with equipment, devices, or services not approved
or recommended by us; (c) the use of Evidence.com Services other than as permitted under this Agreement or in a manner for which it was not
intended; or (d) the use of other than the most current release or version of any software provided by us as part of or in connection with the
Evidence.com Services. Nothing in this Section will affect any warranties in favor of you that are otherwise provided in or arise out of this
Agreement.

b.  Hold Harmless by You. To the extent permitted by your jurisdiction’s local law, you will hold harmless us, our affiliates and
licensors, and each of their respective employees, officers, directors, and representatives from and against any claims, damages, losses,
liabilities, costs, and expenses (including reasonable attorneys' fees) arising out of or relating to any third-party claim conceming: (a) your or
any of your end users' use of the Evidence.com Services (including any activities under your account and use by your employees and agents);
(b) breach of this Agreement or violation of applicable law by you or any of your end users; (c) Your Content or the combination of Your
Content with other applications, content or processes, including any claim involving alleged infringement or misappropriation of third-party
rights by Your Content or by the use of Your Content; (d) a dispute between you and any of your end users; o (e) a dispute between you and
any third-party over your collection or use of Your Content. You agree to fund any liabilities assumed by this section which would typically be
covered through liability insurance by means of self-insurance, by providing coverage through a Joint Powers Insurance Authority ("JPIA') duly
formed under the laws of the State of California or by utilizing a combination of self-insurance and JPIA coverage.

18. Limitations of Liability. WE AND OUR AFFILIATES OR LICENSORS WILL NOT BE LIABLE TO YOU FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS, GOODWILL,
USE, OR DATA), EVEN IF A PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHER, NEITHER WE NOR
ANY OF OUR AFFILIATES OR LICENSORS WILL BE RESPONSIBLE FOR ANY COMPENSATION, REIMBURSEMENT, OR DAMAGES
ARISING IN CONNECTION WITH: (A) YOUR INABILITY TO USE THE EVIDENCE.COM SERVICES, INCLUDING AS A RESULT OF ANY (i)
TERMINATION OR SUSPENSION OF THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE EVIDENCE.COM SERVICES, (ii) OUR
DISCONTINUATION OF ANY OR ALL OF THE EVIDENCE.COM SERVICES, OR, (iii) WITHOUT LIMITING ANY OTHER OBLIGATIONS,
ANY UNANTICIPATED OR UNSCHEDULED DOWNTIME OF ALL OR A PORTION OF THE EVIDENCE.COM SERVICES FOR ANY
REASON, INCLUDING AS A RESULT OF POWER OUTAGES, SYSTEM FAILURES OR OTHER INTERRUPTIONS; (B) THE COST OF
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; (C) ANY INVESTMENTS, EXPENDITURES, OR COMMITMENTS BY YOU IN
CONNECTION WITH THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE EVIDENCE.COM SERVICES; OR (D) ANY
UNAUTHORIZED ACCESS TO, ALTERATION OF, OR THE DELETION, DESTRUCTION, DAMAGE, LOSS OR FAILURE TO STORE ANY
OF YOUR CONTENT OR OTHER DATA. IN ANY CASE, WHETHER IN CONTRACT, TORT OR UNDER ANY OTHER THEORY OF
LIABILITY, OUR AND OUR AFFILIATES' AND LICENSORS' AGGREGATE LIABILITY UNDER THIS AGREEMENT WILL BE LIMITED TO
THE GREATER OF $1,000,000 or the amount of insurance maintained and collectible for payment of losses as carried by TASER.
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Insurance Requirements - Unlicensed Professional with Cyber Liability.docx

Insurance Requirements 


Unlicensed Professional





As part of the consideration of this Agreement, Consultant agrees to purchase and maintain at its sole cost and expense during the life of this agreement insurance coverage against claims for injuries to persons or damages to property which may arise from or in connection with the performance of the work hereunder by the Consultant, its agents, representatives, or employees.  





MINIMUM SCOPE AND LIMIT OF INSURANCE





Coverage shall be at least as broad as:





A. Commercial General Liability (CGL): Insurance Services Office Form CG 00 01 covering CGL on an “occurrence” basis, including products and completed operations with limits of no less than One Million Dollars ($1,000,000) per occurrence for bodily injury, personal injury and property damage.  If a general aggregate limit applies, either the aggregate limit shall apply separately to this project or the general aggregate limit shall be twice the required occurrence limit.  


B. Automobile Liability:  Insurance Services Office Form Number CA 0001 covering Code 1 (any auto), or if Consultant has no owned autos, Code 8 (hired) and Code 9 (non-owned), with limits of no less than One Million Dollars ($1,000,000) per accident for bodily injury and property damage.  


C. Workers' Compensation:  In accordance with the provisions of the California Labor Code, Consultant is required to be insured against liability for Workers' Compensation or to undertake self-insurance.  Statutory Workers' Compensation and Employers' Liability of at least $1,000,000 shall cover all Consultant's staff while performing any work incidental to the performance or this agreement.  


D. Cyber Liability:  Cyber Liability insurance with limits of not less than $2,000,000 for each occurrence and an annual aggregate of $2,000,000 covering claims involving privacy violations, information theft, damage to or destruction of electronic information, intentional and/or unintentional release of private information, alteration of electronic information, extortion and network security. The policy shall be sufficiently broad as to provide coverage for the specific perils of 


a) Security and privacy liability;


b) Media liability;


c) Business interruption and extra expense;


d) Cyber extortion. 


If the Consultant maintains higher coverage limits than the amounts shown above, then the City requires and shall be entitled to coverage for the higher coverage limits maintained by the Consultant.  Any available insurance proceeds in excess of the specified minimum limits of insurance and coverage shall be available to the City.





OTHER INSURANCE PROVISIONS





Each insurance policy shall contain, or be endorsed to contain, the following five (5) provisions:





1) Additional Insured Status


The City of Santa Barbara, its officers, employees, and agents, shall be covered as additional insureds on the Commercial General Liability and the Automobile Liability policy with respect to liability arising out of work or operations performed by or on behalf of the Consultant including materials, parts, or equipment furnished in connection with such work or operations and automobiles owned, leased, hired, or borrowed by or on behalf of the Consultant.  Additional Insured coverage shall be provided in the form of an endorsement to the Consultant’s insurance (at least as broad as Insurance Services Office Form CG 20 10 11 85 or both CG 20 10, CG 20 26, CG 20 33, or CG 20 38; and CG 20 37 forms if later revisions used).  A copy of the endorsement evidencing that the City of Santa Barbara has been added as an additional insured on the policy, must be attached to the certificate of insurance.  


2) Subcontractors 


Consultant shall require and verify that all subcontractors maintain insurance meeting all the requirements stated herein, and Consultant shall ensure that the City is an additional insured on insurance required from subcontractors.  For Commercial General Liability coverage subcontractors shall provide coverage with a format at least as broad as Insurance Services Office form CG 20 38 04 13.


3) Notice of Cancellation


A provision that coverage will not be cancelled or subject to reduction without written notice given to the City Clerk, addressed to P.O. Box 1990, Santa Barbara, California 93102-1990.


4) Primary Coverage


For any claims related to this contract, the Consultant’s insurance coverage shall be primary insurance as respects the City, its officers, officials, employees, and volunteers. Any insurance or self-insurance maintained by the City shall be excess of the Consultant’s insurance and shall not contribute with it.


5) Waiver of Subrogation 


Consultant hereby agrees to waive rights of subrogation which any insurer of Consultant may acquire from Consultant by virtue of the payment of any loss. Consultant agrees to obtain any endorsement that may be necessary to affect this waiver of subrogation.  Consultant agrees to obtain any endorsement that may be necessary to affect this waiver of subrogation, but this provision applies regardless of whether or not the City has received a waiver of subrogation endorsement from the insurer.  





The Workers’ Compensation policy shall be endorsed with a waiver of subrogation in favor of the City for all work performed by the Consultant, its employees, agents and subcontractors.





ACCEPTABILITY OF INSURERS


All insurance coverage shall be placed with insurers that have a current rating from AM Best of no less than A: VII; and are admitted insurance companies in the State of California.  All other insurers require prior approval of the City.





COVERAGE LIMITS SPECIFICATIONS


Approval of the insurance by City or acceptance of the certificate of insurance by City shall not relieve or decrease the extent to which the Consultant may be held responsible for payment of damages resulting from Consultant's services or operation pursuant to this Agreement, nor shall it be deemed a waiver of City's rights to insurance coverage hereunder.





If, for any reason, Consultant fails to maintain insurance coverage which is required pursuant to this Agreement, the same shall be deemed a material breach of contract.  City, at its sole option, may terminate this Agreement and obtain damages from the Consultant resulting from said breach.  Alternately, City may purchase such required insurance coverage, and without further notice to Consultant, City may deduct from sums due to Consultant any premium costs advanced by City for such insurance.





SELF-INSURED RETENTIONS 


[bookmark: _GoBack]Any self-insured retentions must be declared to and approved by the City. At the option of the City, either: the Consultant shall cause the insurer to reduce or eliminate such self-insured retentions as respects the City, its officers, officials, employees, and volunteers; or the Consultant shall provide a financial guarantee satisfactory to the City guaranteeing payment of losses and related investigations, claim administration, and defense expenses. 





EVIDENCE OF COVERAGE


Consultant must provide evidence that it has secured the required insurance coverage before execution of this agreement.  A Certificate of Insurance supplied by the City or the appropriate ACORD and Insurance Services Office forms evidencing the above shall be completed by Consultant's insurer or its agent and submitted to the City prior to execution of this Agreement by the City.  





Consultant shall furnish the City with original certificates and amendatory endorsements or copies of the applicable policy language effecting coverage required by this clause.  All certificates and endorsements are to be received and approved by the City before work commences.  However, failure to obtain the required documents prior to the work beginning shall not waive the Consultant’s obligation to provide them.  The City reserves the right to require complete, certified copies of all required insurance policies, including endorsements required by these specifications, at any time. 
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17. Indemnification and Hold Harmless. This Section states a party's sole liability to, and the party’s exclusive remedy against, the other
party for any type of claim specified below.

a. Indemnification by Us. We will defend, indemnify, and hold you harmless, and each of your respective employees, officers,
directors, and representatives from and against any claims, damages, losses, liabilities, costs, and expenses (including reasonable attorneys’
fees) arising out of or relating to any: (a) acts or omissions of us or our subcontractors or anyone directly or indirectly employed by any of them
or anyone for whose acts arising out of or related to this Agreement any of them may be liable, save and except for damage or injury caused
solely by the negligence of you or your agents, officers, or employees; and (b) third-party claim alleging that the use of the Evidence.com
Services as permitted under this Agreement infringes or misappropriates the intellectual property rights of a third party. You must provide us
with prompt written notice of each such claim, tender to us the defense or settlement of each such claim at our expense, and cooperate fully
with us in the defense or settiement of each such claim. If we receive notice of an alleged infringement, or if your use of the Evidence.com
Services will be prevented by permanent injunction, we may, at our sole option and expense, procure for you the right to continue using the
Evidence.com Services as provided in this Agreement, modify the Evidence.com Services so that it no longer infringes, replace the
Evidence.com Services with other services of equal or superior functional capability, refund to you all amounts paid by you to us under this
Agreement for the Evidence.com Services in the 1-year period immediately preceding the first event giving rise to the claim of infringement, or
in the case of trademark infringement, instruct you to use an alternative trademark. We have no liability to you or any third party if any alleged
infringement or claim of infringement is to any extent based upon: (a) any modification of the Evidence.com Services by you or any third party
not approved by us; (b) use of the Evidence.com Services in connection or in combination with equipment, devices, or services not approved
or recommended by us; (c) the use of Evidence.com Services other than as permitted under this Agreement or in @ manner for which it was not
intended; or (d) the use of other than the most current release or version of any software provided by us as part of or in connection with the
Evidence.com Services. Nothing in this Section will affect any warranties in favor of you that are otherwise provided in or arise out of this
Agreement.

b. Hold Harmless by You. To the extent permitted by your jurisdiction’s local law, you will hold harmless us, our affiliates and
licensors, and each of their respective employees, officers, direciors, and representatives from and against any claims, damages, losses,
liabilities, costs, and expenses (including reasonable attorneys' fees) arising out of or relating to any third-party claim concerning: {a) your or
any of your end users’ use of the Evidence.com Services (including any activities under your account and use by your employees and agents);
(b) breach of this Agreement or violation of applicable law by you or any of your end users; (c) Your Content or the combination of Your
Content with other applications, content or processes, including any claim involving alleged infringement or misappropriation of third-party
rights by Your Content or by the use of Your Content; (d} a dispute between you and any of your end users; or (e} a dispute between you and
any third-party over your collection or use of Your Content. You agree to fund any liabilities assumed by this section which would typically be
covered through liability insurance by means of self-insurance, by providing coverage through a Joint Powers Insurance Authority ("JPIA") duly
formed under the laws of the State of California or by utilizing a combination of self-insurance and JPIA coverage.

18. Limitations of Liability. WE AND OUR AFFILIATES OR LICENSORS WILL NOT BE LIABLE TO YOU FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS, GOODWILL,
USE, OR DATA), EVEN IF A PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHER, NEITHER WE NOR
ANY OF OUR AFFILIATES OR LICENSORS WILL BE RESPONSIBLE FOR ANY COMPENSATION, REIMBURSEMENT, OR DAMAGES
ARISING IN CONNECTION WITH: (A) YOUR INABILITY TO USE THE EVIDENCE.COM SERVICES, INCLUDING AS A RESULT OF ANY (i)
TERMINATION OR SUSPENSION OF THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE EVIDENCE.COM SERVICES, (i) OUR
DISCONTINUATION OF ANY OR ALL OF THE EVIDENCE.COM SERVICES, OR, (iii) WITHOUT LIMITING ANY OTHER OBLIGATIONS,
ANY UNANTICIPATED OR UNSCHEDULED DOWNTIME OF ALL OR A PORTION OF THE EVIDENCE.COM SERVICES FOR ANY
REASON, INCLUDING AS A RESULT OF POWER OUTAGES, SYSTEM FAILURES OR OTHER INTERRUPTIONS; (B) THE COST OF
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; (C) ANY INVESTMENTS, EXPENDITURES, OR COMMITMENTS BY YOU IN
CONNECTION WITH THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE EVIDENCE.COM SERVICES; OR (D) ANY
UNAUTHORIZED ACCESS TO, ALTERATION OF, OR THE DELETION, DESTRUCTION, DAMAGE, LOSS OR FAILURE TO STORE ANY
OF YOUR CONTENT OR OTHER DATA. IN ANY CASE, WHETHER IN CONTRACT, TORT OR UNDER ANY OTHER THEORY OF
LIABILITY, OUR AND OUR AFFILIATES' AND LICENSORS' AGGREGATE LIABILITY UNDER THIS AGREEMENT WILL BE LIMITED TO
THE GREATER OF $1,000,000 or the amount of insurance maintained and collectible for payment of losses as carried by TASER.

From: Conor Boughey <cboughey@alliant.com>

Sent: Tuesday, January 29, 2019 3:49 PM

To: Dave Nunley <DNunley@anaheim.net>; Jena Covey (lcovey@bakersfieldcity.us) <Jcovey@bakersfieldcity.us>; Betsy McClinton (emcclinton@burbankca.gov)
<emcclinton@burbankca.gov>; Cathy Talongwa <ctalongwa@modestogov.com>; 'Michael Andersen' <mandersen@monterey.org>; Claudia Koob
(Claudia.koob@mountainview.gov) <Claudia.koob@mountainview.gov>; Jeannette F. Chavez <jfchavez@ontarioca.gov>; Sandra Blanch
(Sandra.Blanch@cityofpaloalto.org) <Sandra.Blanch@cityofpaloalto.org>; Rhonda Combs <rhondac@ci.salinas.ca.us>; Mark Howard
<MHoward@SantaBarbaraCA.gov>; Patty Haymond (phaymond@cityofsantacruz.com) <phaymond@cityofsantacruz.com>; Deb Hossli <Deb.Hossli@SMGOV.NET>;
'Charlotte Dunn' <Charlotte.Dunn@uvisalia.city>; Oles.Gordeev@SMGOV.NET; Kathy Garozzo (kgarozzo@ontarioca.gov) <kgarozzo@ontarioca.gov>; Marisa Kahn
(mkahn@SantaBarbaraCA.gov) <mkahn@SantaBarbaraCA.gov>

Subject: Police Body Cams - Indemnification with Vendor?

Good Afternoon Board Members —

| received a question about the agreement between a City and Taser/Axon and | am hoping you may be able to provide feedback.

The City is considering signing an agreement, and is concerned about the data housing portion of the agreement. They will be paying to store data in the cloud
(vendors), and would like to be indemnified for the vendor’s services. Have any of you gone through this process? What indemnification were you able to obtain?

What insurance limits and for what lines of coverage?

The concern is the data being housed on the cloud, a potential beach and release of video from the cloud, causing damage and a claim against the City. It seems like
a very real concern to me, and | am wondering what limits/line of coverages/indemnification your entity was able to obtain.
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Thank you in advance!

Kind Regards,

Conor Boughey, ARM
First VP, Specialty Group
Alliant Insurance Services, Inc.

100 Pine Street, 111 Floor
San Francisco, CA 94111

D 415-403-1411
O 415-403-1400
C 415-744-4889
F  415-874-4811
www.alliant.com

CA License No. 0C36861
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This email and its attachments are for the exclusive use of the intended recipients, and may contain proprietary information and trade secrets of Alliant
Insurance Services, Inc. and its subsidiaries. This email may also contain information that is confidential, or otherwise protected from disclosure by
contract or law. Any unauthorized use, disclosure, or distribution of this email and its attachments is prohibited. If you are not the intended recipient, let us
know by reply email and then destroy all electronic and physical copies of this message and attachments. Nothing in this email or its attachments is
intended to be legal, financial, or tax advice, and recipients are advised to consult with their appropriate advisors regarding any legal, financial, or tax
implications.

THIS MESSAGE IS INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY TO WHICH IT IS ADDRESSED AND MAY CONTAIN INFORMATION THAT IS
PRIVILEGED, CONFIDENTIAL, AND EXEMPT FROM DISCLOSURE UNDER APPLICABLE LAWS. If the reader of this message is not the intended recipient, or the
employee or agent responsible for delivering the message to the intended recipient, you are hereby notified that any dissemination, distribution, forwarding, or copying of this
communication is strictly prohibited. If you have received this communication in error, please notify the sender immediately by e-mail or telephone, and delete the original
message immediately. Thank you.
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