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CSURMA POLICY AND PROCEDURE NO. 16
ADOPTED: MARCH 22, 2012

EFFECTIVE: MARCH 22, 2012; Revised January 10, 2016

SUBJECT: USE OF CSURMA EQUIPMENT

Should there be any discrepancy between this document and either the JOINT POWERS
AGREEMENT or BYLAWS, the JOINT POWERS AGREEMENT and BYLAWS will govern.

PURPOSE:

This policy and procedure outlines the usage policy of Electronic Communication Equipment for
the CSURMA Executive Committee members and the CSURMA AORMA Committee
members. This policy and procedure addresses the desire of the CSURMA to control access to
end users who have legitimate business requirements to access the hardware, the data contained
therein and ensure responsible use.

POLICY:

It is the policy of the CSURMA that, in accordance with the Bylaws, the CSURMA shall adopt
the procedure outlined in this document for purposes of granting access to Electronic
Communication Equipment to facilitate the sharing of vital information related to the business of
CSURMA while promoting continuity of leadership, encouraging opportunity for diverse
committee representation and participation, and continuing effective administration of
established coverage programs and services.

PROCEDURE:

The following steps will be taken to affect this policy:

1. If desired by the individual Committee Member, the CSURMA Executive Committee
Members and CSURMA AORMA Committee Members will be issued Electronic
Communication Equipment for their exclusive use during their term on the Committee
for the purpose of accessing information related to the business of the Committee.

2. The CSURMA Executive Committee Member and CSURMA AORMA Committee
Member will return the CSURMA owned Electronic Communication Equipment within
forty-five (45) days of the end of their term on the Committee. Electronic
Communication Equipment will remain the property of the CSURMA unless the
Committee Member exercises his/her option to purchase the used equipment at fair
market value at the end of his/her term on the Committee.

Page 1 of 2



2 |

California State University Risk Management Authority

CSURMA POLICY AND PROCEDURE NO. 16

3. Each CSURMA Executive Committee Member and CSURMA AORMA Committee
Member must employ reasonable physical security measures. Users of the Electronic
Communication Equipment are expected to secure all such devices used for this activity
whether or not they are actually in use and/or being carried. This includes, but is not
limited to, passwords, encryption, and physical control of such devices whenever they
contain enterprise data. Any non-business computers used to synchronize with these
devices will have installed anti-virus and anti-malware software deemed necessary by
CSURMA. Anti-virus signature files on any additional client machines — such as a home
computer — on which this media will be accessed, must be up to date.

4. Each CSURMA Executive Committee Member and CSURMA AORMA Committee
Member agrees to responsible usage of the Internet to further the goals and objectives of
the Committee. Individual Internet use shall not interfere with others’ productive use of
Internet resources. Users will not violate the network policies of any network accessed
through their account. Usage of Electronic Communication Equipment will comply with
all Federal and State laws, all CSU and CSURMA policies.

The types of activities that are encouraged include:

a. Communicating with colleagues within the context of an individual’s assigned
responsibilities;

b. Acquiring or sharing information necessary or related to the performance of an
individual’s assigned responsibilities; and,

c. Participating in educational or professional development activities.

5. Equipment will be reviewed and refreshed on a three (3) year schedule, contingent upon
resources available.
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